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Ref. No: CA/SCM/OT/01/2025-2026
March 19,2026 Addendum No. 3
To All Bidders,

OPEN NATIONAL TENDER FOR PROVISION OF A CYBER RANGES SIMULATION
PLATFORM - CA/SCM/OT/01/2025-2026

Please refer to the above-mentioned tender.

Pursuant to ITT 9.1 of the tender document, the Authority wishes to respond to the clarifications sought
out as follows:

No. | Clarification Sought CA Response
1 What are the main objectives of this [The main objective of the Cyber Ranges Simulation
project? Platform is to enhance the preparedness of relevant

stakeholders within Kenya’s cyberspace against
cybersecurity threats. By simulating various cyber
incidents, the platform aims to ensure that organisations
adhere to the highest standards of cybersecurity
practices. This proactive approach not only strengthens
individual organisations but also contributes to a more
resilient national cybersecurity framework.

Through realistic simulations of cyber threats, the
Cyber Ranges Simulation Platform will provide
participants with valuable hands-on experience in|
responding to incidents, identifying vulnerabilities and|
implementing effective countermeasures. These
exercises will promote a culture of continuous|
improvement, encouraging organisations to regularly
assess and update their cybersecurity protocols.

2 How many technical exercises (i.e/The Authority aims to conduct 8 to 12 technical team-

technical team based exercises) would you based exercises per year, with the ﬂClelllty to scale this|
number higher as required.

like to run per year?

3 How many participants would you expectEach technical exercise would involve about 15 to 20
in each technical exercise? (e.g. up to 10) jparticipants, with the capacity to accommodate higher
numbers as and where required.

4 [s cyber range customization a key|Yes, customization is akey objective of the programme.
objective of the programme?

1

CA Centre, Waiyaki Way | P.O Box 14448, Nairobi, 00800, Kenya | T: +254 (20) 4242000
M: 0703 042 000, 0730 172 000 | ® www.ca.go.ke | @ info@ca.go.ke | ® ca.kenya
fCommunications Authority of Kenya £ CA_Kenya



No.

Clarification Sought

CA Response

achieve through customization?

[f so, what outcomes are you aiming toThe system must support the design and deployment
of virtual infrastructures, systems and applications
using both predefined and customizable templates.
The system must be capable of simulating most
standard operating traffic types, that may include:

Enterprise application transactions (ERP, HR,
Finance systems)

Database queries and updates

Industrial control signals (PLC to SCADA
communication)

Point-of-Sale (POS) transaction data
Background system processes and updates
Authentication and access control logs
Backup and replication operations, among
others.

What kind of API-based integration are
you looking for?

‘The solution must be capable of integrating seamlessly
with third-party systems and tools. These may include
the following:

Security Information and Event Management
(SIEM) systems

Security Orchestration, Automation and
Response (SOAR) platforms

Threat Intelligence Platforms (TIP)

Endpoint Detection and Response (EDR)
systems

Identity and Access Management (IAM)
systems

Directory services and authentication systems
Vulnerability scanning and management
tools, among others

ALL other conditions of the initial tender remain unchanged.

Yours Faithfully,
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Janet Imunya
FOR: DIRECTOR GENERAL /CEO




