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9. Bahati Nasibu na Bei 'Bila Malipo'
Katika aina hii ya ulaghai, watu wanaarifiwa kupitia barua au chapisho 
kwamba wameshinda tuzo bila malipo na mtu anapowasiliana na 
kampuni iliyoonyeshwa kwenye barua/ kadi ya chapisho, anaombwa 
kulipa ada za 'uchakataji' au 'bima' na anawekewa shinikizo ili afichue 
nambari ya kadi ya mkopo ili kudai tuzo.

Iwapo watapokea mawasiliano kama hayo, wateja wanashauriwa 
kuwasiliana na mashirika ambayo wameshiriki katika kamari, 
matangazo ya kibiashara au bahati nasibu zao pekee. Endapo mtumiaji 
hakushiriki katika kamari, matangazo ya kibiashara au bahati nasibu 
yoyote, anashauriwa kuepuka kuwasiliana na mashirika kama hayo hasa 
pale wanapotaka aina fulani ya malipo au maelezo ya siri ndipo upokee 
tuzo yako.

Ili uepuke kuwa mhasiriwa wa ulaghai wa barua, kumbuka mambo 
yafuatayo:
• Dhibiti barua yako ili ifikiwe na watu unaowaamini pekee.
• Fahamu ni lini taarifa zako za benki pamoja na kadi ya mkopo 

zinapofaa kuwasili kila mwezi. Vyema zaidi, pata taarifa zako 
mtandaoni ikiwa huduma hiyo inapatikana.

• Fahamu nyakati unapopokea bili zako na uchunguze barua yoyote 
ambayo imekosekana

• Fuatilia ikiwa bili au kadi mpya hazijafika kwa muda ufaao.
• Kagua kwa makini akaunti zako zote za kila mwezi ili uone ada 

ambazo hazijahalalishwa
• Usijibu barua ya bahati nasibu kwa kulipia ili kudai tuzo yako
• Toa michango kwa shughuli za hisani ya usaidizi kwa mashirika 

unayoyafahamu pekee 
• Ikiwa utaombwa kutuma "amana” ili "kuanza" kwa ofa ya kufanyia 

kazi nyumbani au njama ya piramidi, usijibu.
• Ukiagiza bidhaa mtandaoni au kutoka kwenye katalogi na isifike au 

isiwe uliyoagizia, basi unapaswa kuripoti suala hilo kwa polisi.
• Ikiwa bidhaa ambazo hukuagiza/ kununua zitawasili kwa msingi 

wa COD (Kulipia Wakati Unapopokea Bidhaa), basi usilipie, na 
badala yake zirejeshe zilikotoka.

MAIL
FRAUDSAFE

HANDLING
OF POSTAL
ARTICLES

CONSUMER AND PUBLIC AFFAIRS 
COMMUNICATIONS AUTHORITY OF KENYA 

P.O. BOX 14448, Nairobi, 00800
Email: chukuahatua@ca.go.ke

TEL: 020 – 44 55 555, 0714 – 444 555,
0737 – 44 55 55 CA/CPA/CEP/B/06/2014

www.ca.go.ke

CA/PEA/CEP/ENG/B/11/2020

bidhaa kama hizo isipokuwa labda ziwe zimekaguliwa na wataalamu 
wanaofaa na waliohitimu. Ili kulinda afya na pesa zako, wateja 
wanashauriwa kutafuta ushauri wa kimatibabu kabla ya kununua bidhaa 
za kimatibabu zinazouzwa kupitia mfumo wa barua.

7. Ulaghai wa uwekezaji
Wakora wa uwekezaji wanaotumia aina hii ya ulaghai kwa kawaida 
hutangaza kupitia barua au kupitia simu na hata wanahakikisha 
wanajihusisha na rasilimali, vifaa na wataalamu halali ikiwa ni pamoja na 
ofisi za kukodisha, wahudumu wa mapokezi ya wageni na washauri wa 
uwekezaji na vipeperushi vya matangazo vilivyoundwa kitaalamu 
vinavyofafanua uwekezaji huo.

Lengo lao kuu ni kukufanya ulipie aina fulani ya uwekezaji (Hisa, 
bidhaa,visima vya mafuta au biashara bandia n.k.) wakikuhakikishia 
kuongezeka kwa thamani ya uwekezaji wako au riba inayozidi kiwango 
kilichoko sokoni kwenye mtaji wako.

8. Njama za ukarabati wa mkopo na kadi ya mkopo 
Hizi ni ofa za ukarabati wa kadi ghushi za mkopo zinazotumwa kupitia 
mfumo wa barua. Baadhi yao huwahitaji wateja kulipia mipango fulani 
ya kuvutia au kazi za mkopo lakini wanaishia kuwasilisha mipango au 
kadi ambazo ni tofauti kabisa na zilizoagizwa awali. Ofa kama hizo 
zitajumuisha kutoa huduma za kukarabati mkopo.

Baadhi ya njama hizi huahidi, kulingana na malipo ya ada kubwa, 
kuwasilisha orodha ya benki zinazotoa kadi kuu salama ya 
mkopo/malipo. Kwa kawaida, kadi 'salama' hutolewa baada ya kutuma 
pesa za kugharimia ada zozote zitakazotumika.
Hata hivyo, mpangaji hadaa anapohusika, 'kadi kuu ya mkopo' inaweza 
kutolewa bila malipo lakini kadi yako ikifika, inaweza kutumika kwenye 
duka au katalogi mahususi pekee inayomilikiwa na kampuni ya kadi ya 
mkopo.

'Kadi za mkopo za matumizi aina moja' sio dhana geni lakini wapangaji 
hadaa wanaziwakilisha visivyo kuwa ni kadi za mkopo za benki za 
matumizi yote. Inaweza kutumika kwa duka au katalogi mahususi pekee 
ambayo hasa inamilikiwa na kampuni ya kadi ya mkopo. 

Hali hii inaweza kuwa mbaya zaidi kama vile bidhaa iliyo kwenye 
katalogi ambayo ni lazima uchague kutoka kwayo ama ni duni au bei 
yake ni ya juu kupita kiasi. Unashauriwa kuchukua tahadhari unapojibu 
ofa kama hizo.

Iwapo hujaridhika na maelezo yaliyotolewa kwenye ofa, usilipe ada 
zozote kama amana la sivyo huenda ukawa mhasiriwa wa ulaghai.

Mashirika yanayotoa mikopo kwa sasa yanavutiwa sana na viwango vya 
ukadiriaji wa wateja wao kulipa mikopo, ambayo kwa kawaida 
hutegemea historia ya mteja katika ulipaji wa mikopo inayoweza 
kupatikana kwenye benki au vituo vya kurekodi mikopo. Maelezo haya 
huwasaidia watoaji mikopo kukadiria kiwango cha hatari 
kinachohusishwa katika kutoa mkopo kwa mtu aliyetuma ombi, yaani, 
yanatumika kubaini iwapo mtumaji ombi anaaminika vya kutosha 
kupewa mkopo au kuazimwa pesa.

Nchini Kenya, Vituo vya Kurekodi Mikopo vimepewa leseni na Benki Kuu 
ya Kenya ili kuendesha ukusanyaji wa maelezo hayo. Hivyo basi wateja 
wanashauriwa kuhakikisha kwamba wanawasiliana na vituo vya 
kurekodi mkopo vyenye leseni ili kutatua masuala yoyote ya ukadiriaji 
wa uwezo wa kupewa mkopo.

9. Bahati Nasibu na Bei 'Bila Malipo'
Katika aina hii ya ulaghai, watu wanaarifiwa kupitia barua au chapisho 
kwamba wameshinda tuzo bila malipo na mtu anapowasiliana na 
kampuni iliyoonyeshwa kwenye barua/ kadi ya chapisho, anaombwa 
kulipa ada za 'uchakataji' au 'bima' na anawekewa shinikizo ili afichue 
nambari ya kadi ya mkopo ili kudai tuzo.

Iwapo watapokea mawasiliano kama hayo, wateja wanashauriwa 
kuwasiliana na mashirika ambayo wameshiriki katika kamari, 
matangazo ya kibiashara au bahati nasibu zao pekee. Endapo mtumiaji 
hakushiriki katika kamari, matangazo ya kibiashara au bahati nasibu 
yoyote, anashauriwa kuepuka kuwasiliana na mashirika kama hayo hasa 
pale wanapotaka aina fulani ya malipo au maelezo ya siri ndipo upokee 
tuzo yako.

Ili uepuke kuwa mhasiriwa wa ulaghai wa barua, kumbuka mambo 
yafuatayo:
• Dhibiti barua yako ili ifikiwe na watu unaowaamini pekee.
• Fahamu ni lini taarifa zako za benki pamoja na kadi ya mkopo 

zinapofaa kuwasili kila mwezi. Vyema zaidi, pata taarifa zako 
mtandaoni ikiwa huduma hiyo inapatikana.

• Fahamu nyakati unapopokea bili zako na uchunguze barua yoyote 
ambayo imekosekana

• Fuatilia ikiwa bili au kadi mpya hazijafika kwa muda ufaao.
• Kagua kwa makini akaunti zako zote za kila mwezi ili uone ada 

ambazo hazijahalalishwa
• Usijibu barua ya bahati nasibu kwa kulipia ili kudai tuzo yako
• Toa michango kwa shughuli za hisani ya usaidizi kwa mashirika 

unayoyafahamu pekee 
• Ikiwa utaombwa kutuma "amana” ili "kuanza" kwa ofa ya kufanyia 

kazi nyumbani au njama ya piramidi, usijibu.
• Ukiagiza bidhaa mtandaoni au kutoka kwenye katalogi na isifike au 

isiwe uliyoagizia, basi unapaswa kuripoti suala hilo kwa polisi.
• Ikiwa bidhaa ambazo hukuagiza/ kununua zitawasili kwa msingi 

wa COD (Kulipia Wakati Unapopokea Bidhaa), basi usilipie, na 
badala yake zirejeshe zilikotoka.
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Unahitaji kufahamu zaidi? Kwa habari zaidi kuhusu mada iliyopo 
hapo juu au sehemu nyingine yoyote ya afya na usalama wa mitambo 
ya mawasiliano, tafadhali wasiliana na:

Ilani ya kujitoa hatarini: Huku kila jaribio likiwa limefanywa ili 
kuhakikisha kuwa habari iliyojumuishwa katika hati hii ni sahihi, 
imekusudiwa TU kuwa kama mwongozo wa kuelekeza utendakazi 
salama wa mitambo ya mawasiliano na haipaswi kuchukuliwa kama 
(au kutumika badala ya) ushauri wa kisheria. Kwa hivyo, Mamlaka ya 
Mawasiliano ya Kenya haitakubali kosa lolote kwa matokeo ya hatua 
zozote zilizochukuliwa, au maamuzi yaliyotolewa kwa misingi ya 

Ordinarily ‘secured’ cards are issuedupon depositing of money to 
cover any charges to incur. Where a scam artist is involved,however, a 
‘major credit card’ may be o�ered for free but when your card arrives, 
it can onlybe used with a specific store or catalogue that is owned by 
the credit card company.‘Single use credit cards’ are not a new 
concept but scam artists misrepresent them as all-purpose bank credit 
cards. It can only be used with a specific store or catalogue that 
isowned by the credit card company. ‘Single use credit cards’ are not 
new concept but scam artists misrepresent them as all-purpose bank 
credit cards. It can get worse than when the merchandise in the 
catalogue fromwhich you must choose your purchases is of either 
inferior quality or grossly overpriced. It is thus advisable to be cautious 
of responding to such o�ers.If you are not satisfied with the 
information provided in the o�ers, do not pay any fees upfront 
otherwise you may become the next victim.Organizations o�ering 
loans/credit are now more than ever interested in the credit rating 
oftheir clients, which is usually based on accessing customer’s credit 
references, which may be obtained from banks or credit reference 
bureaus. This information assists lenders quantify the level of risk 
involved in lending to a given applicant i.e. it is used to determine if 
anapplicant is reliable enough to be given credit or lent money.In 
Kenya, Credit Reference Bureaux are licensed by the Central Bank of 
Kenya to facilitate collation of such information. It is thus advisable for 
consumers to consumers to ensure that they get in touch with the 
licensed credit reference bureaus to resolve any credit rating issues.

9. Sweepstakes and ‘free’ prices
In this form of mail fraud, people are notified via mail or post are that 
they have won a free prize and when the person contacts the company 
indicated in the mail/ post card, they arerequested to pay a 
‘processing’ or insurance’ fee and pressured to disclose their credit 
cardnumber in order to claim the prize.If such communication is 
received, consumers are advised to only contact organizations where 
they have participated in lottery, promotion or sweepstakes. In the 
event that you as a consumer did not participate in any in any lottery, 
promotion or sweepstake, it is advisable to refrain from making 
contact with such organizations especially in cases where they 
demand some form of payment or confidential information for you to 
receive your prize. To avoid becoming a victim of mail fraud, keep the 
following tips in mind:
• Restrict access to your mail to persons whom you trust.
• Know when your bank and credit card statements are supposed to 
arrive each month.
Better yet, get your statements online if the service is available.
• Know your billing cycles and watch for any missing mail.
• Follow up if bills or new cards do not arrive on time.
• Carefully review all your monthly accounts for unauthorized charges.
• Never respond to a sweepstakes letter by making payments to claim 
your prize.
• Only make donations to charities and organizations with which you 
are familiar.
• If you are asked to send a ‘deposit to get started’ with a work-at 
home o�er or a pyramidscheme, don’t respond.
• If you order merchandise online or from a catalogue and it doesn’t 
arrive or isn’t what you ordered, you should report the matter to the 
police.
• If items you didn’t order/ purchase arrive on COD (Cash On Delivery) 
basis, do not make any payments, just send it back.
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Need to Know More?
For further information on the topic or any other aspect of the mobile 
service operations offered in the market, please contact us on:

Disclaimer : While every e�ort has been made to ensure that the 
information included in this document is accurate, it is intended 
ONLY as a guideline towards providing information that would 
enable consumers make better decisions in the use and purchase of 
mobile/internet services and should not be regarded as (or used in 
lieu of) legal advice.
The Communications Authority of Kenya (CA) will not therefore 
accept any liability for the consequences of the actions taken or 
decisions made upon the information o�ered.

Acknowledgements: This brochure was developed as part of the 
Consumer Education Outreach Programme of the Communications 
Authority of Kenya.
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Introduction
This document provides general advisory information to enable 
consumers recognize mailfraud. It also provides some advice on what 
consumers can do to avoid mail fraud schemes.

What is mail fraud?
Mail fraud is a term used to describe any scheme:
• Used to obtain money or anything of value by means of a product, 
service or investment
opportunity that does not live up to its claim which is o�ered through 
mail.
• That attempts to unlawfully obtain information, money or valuables 
through the
postal/courier system.
• Entailing illegal promotion that is designed to deceive consumers by 
o�ering products,
services or investment that do not exist and is delivered through the 
mail.

Types of mail fraud

There are di�erent types of mail fraud that consumers may encounter. 
They include:

1. Non-delivery or misrepresentation of Mail-Order Merchandise
This is a scam that takes various forms and normally involves the 
nondelivery or delivery of items that are totally di�erent from what is 
ordered by consumers. In other instances, a person delivers an item 
that was not ordered for stating that the item should be paid for at the 
point of delivery.This scam is mostly popular in countries where there 
are high numbers of purchases including auctions that are done online. 
With the increase of online purchases in Kenya, consumers should 
exercise caution to avoid falling prey to this vice. Establish the 
reliability and credibility of the source before making the payments or 
placing an online order.

2. Impersonation
This is a form of mail fraud where one misrepresents the identity of the 
sender and has letters/documents sent requesting for personal 
information e.g. bank details, credit card details and other personal 
information in order to update their records. The information obtained 
is then used to commit fraud or in identity theft schemes.
Consumers should be very careful about whom they provide their 
confidential/ personal information to. If a consumer receives this kind 
of mail, they should verify with the organization before responding to 
the correspondence. It is also advisable to check and verify the correct 
address before sending this information.

3. Solicitation disguised as invoices
This is a mail fraud scam where fake bills/invoices that appear to be 
authentic are sent to unsuspecting consumers, businesses and 
organizations being disguised as genuine claims.
The invoices/ bills sent to consumers are formatted in such a way that 
a small percentage of recipients mistake them for genuine 
bills/invoices and end up sending payment to fraudsters.Consumes are 
advised to ensure that all invoices received correspond to the services 
provided/goods received and supplier details and contacts to avoid 
making wrong payments.

4. Chain letters
This form of mail fraud is designed to exploit a get-rich-quick desire in 
the minds of manyrecipients where the recipients of such letters are 
guaranteed a lot of money with one small investment.The recipient is 
usually required to send a small amount of money to everyone on a list, 
place their names and contact at the bottom of the list and mail it to a 
number of friends who are then required to do the same. Mailing chain 
letters is illegal under section 60 of the Betting, Lotteries and Gaming 
act.

5. Charity fraud
Mail solicitation for contributions towards worthy courses is legitimate 
and acceptable. But swindlers sometimes take advantage of peoples’ 
goodwill and cash donations made with the intention of helping the 
needy end up in their pockets instead. It is advisable to contribute to 
charities that are familiar to you. Conduct some research before
making donations to a charity that you have never heard of, or those 
whose names bear uncanny similarity to those of wellknown charity 
organizations. It is also advisable to make your contribution directly to 
the charity or organization and tomaintain a healthy suspicion for 
charities that accept cash payments only.

6. Medical Fraud
For years, medical schemers around the world have sold powders, pills, 
lotions or other gimmicks through the mail to people seeking cures for 
baldness, obesity or sexual dysfunction.Medical advances have made 
successful treatment of many of these conditions a reality.Despite 
legitimate break throughs, some fraudsters continue to peddle 
worthless portions o�ering “miracle cures” e.g. instant cure from 
arthritis, and overnight weight loss and anti-aging solutions, etc.It is 
important to note that some of these gadgets, portions and gimmicks 
advertised are not tested by competent medical authorities and some 
are downright dangerous.It is, therefore, advisable to be suspicious, 
especially of exaggerated claims, and avoid taking or using such 
gadgets or potions unless they have been subjected to the scrutiny of
appropriately qualified professionals. To protect your health and 
money, consumers are advised to seek medical advice before 
purchasing medical supplies sold through the mailsystem.

7. Investment fraud
The investment schemers who employ this type of fraud normally 
advertise by mail or by telephone and go to the extent of surrounding 
themselves with legitimate facilities, accessories and professionals, 
including rented o�ces, receptionists and investment advisors and
professionally designed brochures describing the investment.Their 
main focus is for you to make payments towards a certain form of 
investment (Fake securities, commodities, oil wells, business etc.) with 
a promise of increase in yourinvestment value or above market interest 
on your capital.

8. Credit repair and credit card schemes
These are counterfeit credit repair or credit card o�ers that are sent 
through the mail system.Some of them require consumers to make 
payments for certain attractive arrangements or credit cards but result 
in the delivery of arrangements or cards that are completely di�erent
from what was initially o�ered. Such o�ers will include providing credit 
repair services.Some of these schemes promise, based on the payment 
of a large fee, delivery of a list of banks that o�er a secured major 
credit/ debit card. 


