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1. INTRODUCTION  

The Communications Authority of Kenya (CA) is the regulatory Authority for the Information, 

Communications and Technology (ICT) sector in Kenya with responsibilities in 

telecommunications, e-commerce, broadcasting, cyber security and postal/courier services. The 

Authority is also responsible for managing the country’s numbering and frequency spectrum 

resources, administering the Universal Service Fund (USF) as well as safeguarding the interests of 

users of ICT services.  

The Authority is mandated under Kenya Information and Communications (Importation, Type 

Approval and Distribution of Communications Equipment) Regulations, 2010 to ensure compliance 

with national and international regulatory standards and requirements, safeguard the integrity of 

public communications infrastructure and to protect consumers. 

Section 3(1) of the Type Approval Regulations provides that all communications terminals, network 

equipment and communications equipment to be used for connection or access to the public 

operating communication networks, wireless communications equipment and radio communications 

equipment intended to be connected directly or to inter work with a communications network in 

Kenya to send, process or receive information shall prior to their use be submitted for type approval 

or type acceptance by the Authority. 

The Regulations also provide that a supplier, importer or distributor shall, before selling any 

communication equipment, ensure that the equipment meets the standards and specifications set out 

by the Authority and is compatible with the public communications networks. A service provider 

shall not connect type approved communication equipment to public networks before the equipment 

is inspected by the Authority and network operators. This is done to ensure: that the country meets 

national standards of interoperability and safety; protect consumers from poor quality and harmful 

equipment; and, protect communications networks from substandard equipment and interference of 

such equipment or networks. 

In view of this therefore, the Authority wishes to issue these guidelines to address counterfeit, stolen 

and illegal ICT devices. 
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1.1 Problem Statement  

 

The use of mobile communications the world over has permeated every facet of life and become one 

of the most dominant influences on modern society. Its uptake is driven by the convenience brought 

about by mobile phone technology in communication as well as the rapid evolution of mobile phones 

to enable access to; internet, banking solutions, gaming, social networking platforms, entertainment, 

radio, learning platforms among others. Kenya has not been left behind and has demonstrated its 

prowess in harnessing mobile technology to support various socio-economic activities. This is 

evidenced by the steady upward trajectory of uptake of mobile telephony services over the years.  

There has been an exponential increase in demand for ICT devices with more user features with 

some users looking for cheaper phones but with more capabilities. Manufacturers of mobile devices 

have to continuously develop mobile phones and other ICT equipment that meet these consumer 

demands and expectations. However, some populations are not able to afford ICT devices that satisfy 

their needs thus creating a gap in the market. This has led to some illegitimate manufacturers 

developing counterfeit mobile devices and proliferation of stolen devices in the market. 

Moreover, illegal network devices that terminate international traffic onto the public 

telecommunications networks lead to revenue loss for mobile operators and the government, and 

expose the country to security threats. 

There is an urgent need to curb this trend through a regulatory intervention by introducing industry 

guidelines that aim to combat use of stolen devices and counterfeit devices.  This will help protect 

property rights, protect consumers from harmful devices, prevent revenue loss to the government 

and legitimate manufacturers, help law enforcement agencies in curbing theft as well as play a role 

in improvement of quality of service and experience.  

Further, the use of counterfeit, illegal and mobile devices cause interference within the 

telecommunications networks and directly impacts on the quality of service, quality of experience 

and coverage, requiring operators to incur additional costs to deploy more base stations. 
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In recognition of the aforementioned gaps and challenges, the Authority has developed these 

guidelines to combat the use of stolen and counterfeit mobile devices in Kenya.  

1.2 Scope 

These guidelines shall provide a regulatory mechanism to address counterfeit, stolen and illegal ICT 

devices in the country. 

1.3  Objectives  

These guidelines establish a framework for combating the use of counterfeit and stolen devices in 

accessing and connecting to the communications networks in Kenya. The guidelines aim to: 

a) Ensure protection of consumers and industry from the impact of counterfeit, stolen and illega l 

ICT devices in the market. 

b) Ensure the effective deployment of a central equipment identity register (CEIR) for maintaining 

information on the eligibility of all mobile devices available in the country in order to identify 

legal and illegal devices. 

c) Define the criteria for determining the eligibility of devices accessing and using the 

telecommunications network 

d) Define the procedures for the detection, tracking and removal of counterfeit and stolen devices 

from the market 

e) Ensure effective and efficient collaboration with relevant organisations in the implementat ion 

and deployment of the central equipment identity register (CEIR). 

1.4 Definitions 

Authenticate Verify or validate data 

Black List a list of IMEIs that are associated with mobile device(s) which have been denied 

mobile communication service(s) by Mobile Networks Operator(s) (MNO) as they 

have been reported lost, stolen, have an invalid IMEI number(s),  
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have duplicate IMEI(s) or not having certification of compliance to technical 

standards for such mobile devices issued by the Authority; 

 Central EIR A Central Equipment Identity Register is a database of IMEI numbers of 

blacklisted handsets. If a device's ESN or IMEI number is listed on a CEIR, it is 

not supposed to work on member service providers' networks; only paying 

members may access the database. 

Cloning transfer of identity (IMEI) from one mobile device to another. 

Compliant 

Device 

Means a device that fulfils the following requirements:  

Devices with valid IMEIs assigned by Global System Mobile Association 

(GSMA), Devices with unique IMEIs, Devices not in the stolen/lost lists (reported 

locally to the Authority and globally to GSMA); and Devices type approved/having 

Certification of Compliance to Technical Standards for IMEI devices issued by the 

Authority. 

 

Counterfeit 

Device 

A counterfeit device is one that explicitly infringes the trademark or design of a 

legally registered and patented device, usually one that the market recognizes very 

well. It is often difficult to distinctly differentiate a counterfeit from an original by 

appearance or form factor. 

The manufacturers often go the further mile of adopting and amending established 

brands such as Nokia and Samsung leading to names such as “Nokla” or 

“Sansung”. 

A counterfeit and illegal ICT device is a product that explicitly infringes the 

trademark, copies hardware or software designs, or infringes brand or packaging 

rights of an original or authentic product and, in general, infringes applicable 

national and/or international technical standards, regulatory requirements or 

conformity processes, manufacturing licensing agreements, or other applicable 

legal requirements.  
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EIR Equipment Identity Register (EIR) is a network entity used in GSM networks that 

stores lists of International Mobile Equipment Identity (IMEI) numbers, which 

correspond to physical handsets (not subscribers). 

Exception List a list containing specific IMEI(s) and Subscription Pairings that are allowed to 

continue receiving Mobile Communication Services even if their IMEI(s) appear 

on the blacklist on the basis prescribed by the Authority  

Grey List A list of IMEIs that are suspected to be associated with devices that have been 

reported lost, stolen, have an invalid IMEI number(s), have duplicate IMEI(s) or 

not having certification of compliance to technical standards for such mobile 

devices issued by the Authority; and require to be monitored  

ICT Device For purposes of these guidelines, devices that are used to connect to or access the 

public telecommunications network in Kenya 

IMEI International mobile equipment identity by GSMA it comprises of unique 15-digit 

decimal numbers required to identify mobile devices on mobile networks 

IMSI International Mobile Subscriber Identity is used to identify the user of a particular 

mobile network operator and is unique with all the cellular networks. IMSI consists 

of mobile country code, mobile network code etc 

Licensees Person or entity licensed by the Authority to perform a certain service 

Mobile Device 

Blocking 

denial of telecommunication service to a device by the MNOs 

MSISDN Mobile Station International Subscribers Directory Number is a number uniquely 

identifying a subscription in a GSM or a UMTS mobile network. 

Notification List a list of Mobile Devices with certain authentication issues such as having IMEI 

numbers allocated by GSMA but is not type approved by PTA, and/or does not 

have certification of compliance to technical standards for IMEI devices issued by 

Authority and /or is non-duty paid and/or is duplicate IMEI and/or any other reason 

notified by PTA 

Non-Compliant 

Device 

A device which does not fulfil any condition(s) as defined for compliant devices. 
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TAC Type Allocation Code is the initial eight-digit portion of the 15-digit IMEI and 16-

digit IMEISV codes used to uniquely identify wireless devices. The Type 

Allocation Code identifies a particular model (and often revision) of wireless 

telephone for use on a GSM, UMTS or other IMEI-employing wireless network. 

Valid Devices Devices with valid IMEIs assigned by Global System Mobile Association 

(GSMA); (Applicable for commercial and Individual Personal Import) 

Whitelist list of IMEIs that are associated with devices authorized for use in Kenya 
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2. GENERAL GUIDELINES  

2.1. Type Approval 

2.1.1. All ICT devices imported for use or sale into the country shall be type approved and/or 

accepted by the Authority in accordance with The Kenya Information and Communications 

(Importation, Type Approval and Distribution of Communication Equipment) Regulat ions, 

2010. 

2.1.2. The Authority shall in collaboration with the KenTrade, Kenya Bureau of Standards (KeBS), 

the Kenya Revenue Authority (KRA), the Anti-counterfeit Agency (ACA) and a other 

relevant government agencies check the authenticity of imported devices at the point of entry 

and facilitate import and export of ICT devices through the single importation platform, the 

National Electronic Single Window System (KenyaTradeNet System). 

2.2. Device Registration and Verification 

2.2.1. The Authority shall deploy and maintain a device registration database containing the legally 

imported/acquired IMEI paired with the identification document of the 

vendor/distributor/owner, in a way to identify those devices that have accomplished a legal 

process of importation or acquisition locally or abroad. 

2.2.2. The Authority shall require all licensed vendors, local manufacturers, commercial importers, 

distributors, original equipment manufacturers (OEMs) and individuals importing ICT 

devices for use in Kenya to enter their device IMEI into the device registration database.  

2.2.3. The Authority shall verify that all submitted IMEI’s in the device registration database 

conforms to the GSMA IMEI registry. 

2.2.4. The Authority shall use the data from the device registration database to create a white, black 

and grey list. 
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2.2.5. The Authority shall not permit use of devices with fraudulent IMEIs namely: 

a) IMEIs that do not meet GSMA format requirement (Malformed IMEIs) 

b) IMEI’s that are not allocated by the GSMA (Invalid IMEI’s) 

c) Same IMEI cloned on multiple devices (Duplicate IMEI’s) 

d) Equipment constantly changes IMEIs (Transient IMEI’s) 

e) Non-homologated/Type Approved Illegal imported (Non Approved IMEI’s) 

f) Old TAC used on newer devices (Misused IMEIs) 

2.2.6.  It is required that unique identifiers are not reprogrammable, even during maintenance 

service to reduce chances of third parties tampering with the unique identifier of the device. 

2.2.7. The registration status of each device shall be verified by querying the device registra t ion 

database system through an appropriate user interface.  

2.2.8. This user interface tool will be accessible to the general public with a clear guidance on how 

to check the authenticity of an ICT device. 

2.3. Roaming and Mobile Number Portability 

2.3.1. Roaming 

International roamers will be exempted from the provisions relating to device registra t ion 

and verification as long as the device remains attached to the foreign SIM card. If the device 

is to be used with a locally registered SIM card, then the device shall be registered in 

accordance with section 2.2.  

2.3.2. Mobile Number Portability handling  

Subscribers shall comply with the Procedures and Guidelines for the Provision of Mobile 

Number Portability (MNP) Services in Kenya (2018) when porting.  
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3. COUNTERFEIT, STOLEN AND ILLEGAL DEVICES 

3.1. Counterfeit and Illegal Devices  

The Authority shall not permit the use of counterfeit and illegal devices in the country. The Author ity 

will collaborate with relevant government agencies to: 

3.1.1. Limit the importation, smuggling, circulation and sale of counterfeit and illegal ICT devices 

in Kenya through among other means, the establishment of a system to address illega l, 

counterfeit and stolen devices 

3.1.2. Undertake market surveillance exercises and other enforcement measures as per the existing 

legal framework to authenticate ICT devices at licensees’ outlets.  

3.2. Stolen Devices 

3.2.1. Consumers will report stolen/ lost devices to law enforcement agencies. The consumer may 

also report the same through a platform provided by the Authority.  

3.2.2. The System shall be used to store information of lost and stolen devices and shall contain the 

unique identifier of the stolen/lost devices and the date of the incident. 

3.2.3. The Authority in collaboration with relevant agencies shall determine and update the status 

of the stolen/lost device in the System for illegal, counterfeit and stolen ICT devices. 

3.2.4. The Authority shall establish a mechanism to allow consumers and other stakeholders to 

determine a stolen/lost mobile device.  
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4.  SYSTEM TO MONITOR ILLEGAL, COUNTERFEIT AND STOLEN EQUIPMENT  

The Authority shall establish a System to help combat the proliferation of counterfeit and illegal ICT 

devices as well as curb the theft of ICT devices. 

4.1. The Authority shall prescribe Standard Operating Procedures for implementation on technica l, 

management and operational matters in consultation with industry stakeholders. 

4.2. The System will enable the registration of mobile devices, verification of IMEIs, identificat ion 

of counterfeit, stolen/lost devices and illegal devices. 

4.3. The System shall function by analysing data dumps received from Mobile Network Operators 

(MNO’s) and generate a blacklist, whitelist and a grey list. 

4.4. The system shall maintain a database that contains fraudulent IMEIs of ICT devices that are 

already in use and shall require the Mobile Network Operators (MNO’s) to notify at no cost to 

the concerned mobile users.  

4.5. The Authority in implementing the system shall provide an interface to Mobile Network 

Operators (MNO’s), Licensees and individuals, Customs, Security Agency and any other 

stakeholder as determined by the Authority from time to time.  

4.6. The system shall integrate with the global IMEI database 

4.7. The Authority shall be cognizant of the rights of users and ensure that these rights are not 

violated during the registration, detection, tracking and removal of these illegal devices. 
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5. STAKEHOLDER OBLIGATIONS  

5.1.  Obligations of the Mobile Network Operators  

5.1.1. All Mobile Network Operators (MNO’s) shall put in place an Equipment Identity Register 

(EIR) or any other related system in their networks for purposes of integration with the 

Authority’s Management System. 

5.1.2. Mobile Network Operators (MNO’s) shall ensure that their system is capable of facilita t ing 

the implementation and smooth functioning of the Management System.  

5.1.3. If necessary and as directed by the Authority Mobile Network Operators (MNO’s) shall 

upgrade their Equipment Identity Register (EIR) system at their own cost in order to support 

the functioning of the system. 

5.1.4. All Mobile Network Operators (MNO’s) shall set up, operate and maintain a Secure File 

Interface to the management system as well as provide secure connectivity between the 

Management System SMS gateway and their SMS Centre at their own cost as specified by 

the Authority.  

5.2. Blocking of IMEI of Counterfeit, Illegal and Stolen Devices  

5.2.1. The MNOs shall reference the System and deny access to their communication networks any 

IMEI that is blacklisted under the direction of the Authority upon notification of the 

consumer. 

5.2.2. The MNO shall ensure access to emergency services for all their subscribers despite the 

status of their devices.  

5.2.3. The Authority shall undertake necessary precautions to avoid the abuse of identifier and 

registration systems, respect consumer rights and protect consumers from arbitrary 

disconnection from networks. 
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5.3. Obligations of Importers of Mobile Devices   

5.3.1. All Type Approval Certificate holders/ Mobile Device Importers shall: 

a) Register accurate information of Mobile devices to maintain the list of IMEI numbers of 

devices in the Management System 

b) Not import/allow/sell any unauthorized phone/device.  

c) Import and sell only the mobile handsets type approved by the Authority. 

d) Register all ICT devices that are already in the market within the timelines specified by the 

Authority. 
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6. DATA PRIVACY  

6.1. All the concerned parties connected to the system (Authority, Mobile Network Operators, 

Importer, Distributors) shall not disclose the contents of any data being transmitted or 

received from the management system. It must remain under their control except to the extent 

permitted by the Authority in writing or through any instruction or directive.  

6.2. Mobile Network Operators shall take all reasonable measures to safeguard the databases and 

any personal information from unauthorized interception or unauthorized access.  

6.3. The Authority shall take all reasonable measures to safeguard the databases and any personal 

information from unauthorized interception or unauthorized access to the systems database 

and user information. 

6.4. Non-Disclosure Agreements shall be signed between the Authority and Mobile Network 

Operators (MNO’s). 

7. CONSUMER EDUCATION AND EMPOWERMENT  

7.1. Consumer education and empowerment shall be executed in line with Kenya Information 

and Communications (Consumer Protection) regulations, 2010.  

7.1.1. The Authority shall conduct continuous consumer education on the impact of the use of 

counterfeit devices including security risks, poor quality of service, poor quality of 

experience, Interference hazards; and intellectual property rights (IPR) issues among others.  

7.1.2. The Authority shall engage consumers to create awareness on the legal and regulatory 

provisions in place for combating counterfeit, illegal and stolen devices, and their role thereof.  

7.1.3. All licensees shall put in place a complaint handling mechanism to handle complaints and 

queries to enable consumers access and use communication services using genuine ICT 

devices. 
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7.1.4. Licensees shall develop and execute an extensive consumer education and empowerment 

programmes, in the very least provide information regarding: 

a) The requirements for mobile devices to be genuine; 

b) Registration and status of ICT devices; 

c) Complaints handling mechanism in relation to these guidelines; 

d) Process of reporting stolen, lost counterfeit and illegal devices, Including the need to 

know the IMEIs of their devices 

8. TRANSITION  

8.1. The Authority shall make provisions to allow all ICT devices currently attached to the 

networks in the Kenyan market to operate for a period of three years, including counterfe it 

devices upon operationalisation of the Management System. 

9. EFFECTIVE DATE 

9.1. These guidelines shall come to effect upon gazettement.  

10. REVIEW OF THESE GUIDELINES 

10.1. These guidelines may be reviewed from time to time to ensure that they meet the legal and 

statutory requirements in facilitating the combat of counterfeit, stolen and illegal devices in 

Kenya. 


